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DETAILED ACTION 

1 . Claims 1-37 are pending. 

Drawings 

2. This application has been filed with informal drawings which are acceptable for 
examination purposes only. Formal drawings will be required when the application is 
allowed. 



Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claims 1 and 6 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. The terms "more permanently" and "semi- 
permanently" in claims 1 and 6 are relative terms that render the claims indefinite. The 
terms "more permanently" and "semi-permanently" are not defined by the claim, the 
specification does not provide a standard for ascertaining the requisite degree, and one 
of ordinary skill in the art would not be reasonably apprised of the scope of the 
invention. 



Claim Rejections - 35 USC § 102 
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5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

6. Claims 1-16 and 34-35 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Nevis et al US Patent No. 6,581 ,159. Nevis discloses a secure method of updating a 
BIOS by using a simple authenticated external module. 

7. With regards to claims 1 and 9, Nevis teaches temporarily loading the boot block 
program into a first memory (Nevis, column 5 lines 4-7, random access memory), 
verifying the boot block program in the first memory (Nevis, column 5 lines 1 1-22, 
verifying hashes), and if verified, more permanently loading the boot block program into 
a second memory (Nevis, column 5 lines 24-30, install update). 

8. With regards to claims 2, 14, Nevis teaches the act of temporarily loading 
comprises loading the boot block program into a random access memory (Nevis, 
column 5 lines 4-7, random access memory). 

9. With regards to claims 3, 15, Nevis teaches the act of temporarily loading 
comprises loading the boot block program into volatile memory (Nevis, column 5 lines 4- 
7, random access memory). 
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10. With regards to claim 4, Nevis teaches the act of verifying comprising 
authenticating the boot block program (Nevis, column 5 lines 11-22, verifying hashes). 

1 1 . With regards to claim 5, Nevis teaches the act of verifying comprising 
determining whether the boot block program is operable (Nevis, column 5 lines 11-22, 
verifying hashes). 

12. With regards to claim 6 (as best understood), Nevis teaches the act of more 
permanently loading comprising the act of semi-permanently loading the boot block 
program into the second memory (Nevis, column 5 lines 24-30, install update, Figure 1). 

13. With regards to claims 7, 1 1 , Nevis teaches the act of more permanently loading 
comprises the act of loading the boot block program into read only memory (Nevis, 
column 3 lines 65 - column 4 line 5). 

14. With regards to claims 8, 12-13, and 35, Nevis teaches the act of more 
permanently loading comprises the act of flashing the boot block into flash memory 
(Nevis, column 3 lines 65 - column 4 line 5). 

15. With regards to claim 10, Nevis teaches a host computer (Nevis, Figure 2 
"Firmware"), an appliance server coupled to the host computer where the applicance 
server has a storage memory and an execution memory (Nevis, Figure 2 "User Mode"), 
a control operably coupled to the appliance server and to the storage memory to control 
storage of programs into the storage memory (Nevis, Figure 2, Item 260, Transfer 
control to firmware), the applicant server being adapted to signal the control to permit 
the appliance server to storage a program in the storage memory (Nevis, Figure 2 Item 
260), and a security device operably coupled to the control, the security device being 
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adapted to signal the control to permit the host computer to store a program in the 
storage memory (Nevis, Figure 2 Item 270). 

16. With regards to claim 16, Nevis teaches the security device being a switch 
(Nevis, column 5 lines 15-30, installs if hash values are correct). 

17. With regards to claim 34, Nevis teaches all that is described above and further 
teaches the loading of the program over a network connection (Nevis, column 3 lines 
51-58, Internet). 



18. Claims 17-23 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Spiegel et al US Patent No. 6,71 1 ,675. 

19. With regards to claims 17, Spiegel teaches verifying a program of an applicant 
server (Spiegel, column 4 lines 38-39) and if not verified, signaling a host computer to 
load a replacement program into the appliance server (Spiegel, column 4 lines 40-43). 

20. With regards to claim 18, Spiegel teaches verifying comprising authenticating the 
program (Spiegel, column 4 lines 38-39). 

21 . With regards to claim 19, Spiegel teaches verifying comprising the act of 
determining whether the program is operable (Spiegel, column 4 lines 38-39). 

22. With regards to claim 20, Spiegel teaches act of signaling comprising enabling a 
security switch (Spiegel, column 4 lines 38-46). 
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23. With regards to claim 21 , Spiegel teaches determining whether a security switch 
has enabled the host computer to load the replacement program into the applicant 
server (Spiegel, column 4 lines 42-43). 

24. With regards to claim 22, Spiegel teaches the program comprising a boot block 
program (Spiegel, column 4 lines 38-46, bios). 

25. With regards to claim 23, Spiegel teaches the program comprising firmware 
(Spiegel, column 2 lines 22-36). 



Claim Rejections - 35 USC § 103 

26. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at the time the invention was made to 
a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

27. Claims 24-31 are rejected under 35 U.S.C. 102(e) as being unpatentable over 
Nevis et al US Patent No. 6,581 ,159 in view of Spiegel et al US Patent No. 6,71 1 ,675. 

28. With regards to claim 24, Nevis teaches everything described above, but fails to 
teach the reloading of the first program from the execution memory into the storage 
memory if the second program is not verified. Spiegel teaches the reloading of the first 
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program from the execution memory into the storage memory if the second program is 
not verified (Spiegel, column 4 lines 40-43, backup bios startup block). At the time the 
invention was made, it would have been obvious to a person of ordinary skill in the art to 
utilize Spiegel's method of responding to failed authentication with Spiegel's method of 
updating a BIOS because it offers the advantage of allowing reprogramming if 
tampering is detected (Spiegel, column 1 lines 34-55). 

29. With regards to claims 25-26, Nevis as modified teaches the execution memory 
comprising random access memory (Nevis, column 5 lines 4-7, random access 
memory). 

30. With regards to claim 27, Nevis as modified teaches storage memory comprising 
read only memory (Nevis, column 3 lines 65 - column 4 line 5). 

31 . With regards to claims 28-29, Nevis as modified teaches storage memory 
comprising non-volatile memory (Nevis, column 3 lines 65 - column 4 line 5, flash 
memory). 

32. With regards to claim 30, Nevis as modified teaches verifying comprising the act 
of authenticating the second program (Spiegel, column 4 lines 38-39). 

33. With regards to claim 31 , Nevis as modified teaches the verifying of whether the 
second program is operable (Spiegel, column 4 lines 41-43, validate backup bios). 

34. Claims 36-37 are rejected under 35 U.S.C. 102(e) as being unpatentable over 
Nevis et al US Patent No. 6,581,159 in view of Holtey US Patent NO; 5,491,827. 
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35. With regards to claim 36, Nevis fails to teach the authenticating of a user 
directing the loading of the program. Holtey teaches the authenticating of a user 
directing the loading of the program (Holtey, column 6 lines 1-20). At the time the 
invention was made, it would have been obvious to a person of ordinary skill in the art to 
utilize Holtey's authentication mechanism with Nevis's BIOS update system because it 
offers the advantage of helping protect configuration information used for power-up or 
startup of a system (Holtey, column 3 lines 1-14). 

36. With regards to claim 37, Nevis as modified teaches continuing to load 
comprising re-authenticating the user (Holtey, column 6 line 62 - column 7 line 6). 

Conclusion 

37. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Andrew L Nalven whose telephone number is 571 272 
3839. The examiner can normally be reached on Monday - Thursday 8-6, Alternate 
Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on 571 272 3838. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). a 





